


When an offence is committed, in full or in
part, via a computer, network or other
computer enabled device.

-Warwickshire Police




Cybercrime can be carried out ina

number of ways. Some of these
include:

Fraud

Identity theft

Malicious Software Dating Fraud
Copyright Theft CSE & Abuse

Money Laundering

Hacking
Stalking

Bullying
Organised Crime Human Trafficking



Cyber Bullying

= Cyber bullying is that which takes place online.

= Cyber bullying is highly common, and many people will
experience it or see it at some time.

= Those with SEN are 12% more likely to be bullied online than
their peers. (Anti-Bullying Alliance)




Phishing |

Fraudsters send a message asking for personal details e.g.
passwords/user names.

The messages appear to be from real companies, and may take
you To a website which is fake.

Any information you send can be used for crimes such as
identity theft and bank fraud.

The message can contain links or attachments which will give
your device a virus.




Viruses

= Viruses can have harmful effects such as:
- displaying annoying messages
- stealing data
- giving hackers control over your computer

= Tt can attach itself to other programs or hide in
secret, and run automatically when cer"rcun flles are
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Cyber Fraud |

= Cyber fraud refers to any type of planned out dishonesty for
unfair or unlawful gain online.

= Tt covers a wide range of different types and activities.

=  The most common form is online card theft.




The Good News

= 80% of all Cyber Crime can be prevented
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What We Will Be Doing



Top Tips For Online Safety |
4

=Be careful of links and attachments in ‘*
e-mails.

=Use different passwords for online
accounts.

=Check websites security.

=If you are ever unsure about
something online, do your research.

= Keep computer software updated.



Top Tips For Online Safe’ry
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=Keep al/ devices safe

=Limit use of public Wi-Fi for work.




Reporting Cyber Crimes I

= Contact @3 {(];| {11 M to report scams and fraud.

""" Report Fraud & Internet Crime """
actionfraud.police.uk

= Report directly to the websites where any trolling or
bullying takes place.

= For cybercrime cases where the victim has been
threatened with physical harm, it is particularly important
to r‘epor‘T to the pO“Ce. CALLYOUR

LOCAL

POLICE

g

IN AN EMERGENCY

ALWAYS CALL 999
N\
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Questions?




