


What Is Cyber Crime?

When an offence is committed, in full or in part, via
a computer, network or other computer enabled
device.

-Warwickshire Police
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Types of Cyber Crime

Fraud Courier Scam
Identity Theft Dating Fraud
Phishing Scams Bullying
Viruses/Malware Pension Fraud
Revenge Porn Hacking
Online Hate Crime Online Extremism
Grooming Child Sexual Exploitation
Stalking Fix Scam

...and this is just the tip of the iceberg



Von: Sherman Shaw «<Shaw1944@icha.org> Gesendet: Mi09.11.2011 12:06
An: @emsisoft.com
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Betreff:  Funds Transfer was hold by our bank
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Dear bank account owne~

| regret to ir” alf was

hold by

Transactic
Current sta.

Please review

T. K. Shaw
Treasury Manage!



@ T

& Customs
Note
Hi d | —
Refund confirmation
Refund Number - 0287656781241 :| please do not reply as

any response
This is an official em
We have determined
want to claim your tax . .
personal information. § emall

g
Refund Summary

Issuing date - 4/4/2017 3:2.3:21
Expiration date - Wednesday 05 Ap,
Receijver - |

Payment - Electronically
Delivery
You will receive

v o019

If you will not complete the required form , you will w claim your tax refund Crown Copyright
online.



amazon.co.uk

Hello,

Thanks for your order. We'll let you know once yor

below.

Arriving:
Wednesday, Janua~
Monday, Janua"-

Ora

Placed

If you haven't authorizec

We hope to see you again s
Amazon.co.uk

«Ng:
. .der Total:
ayment Method:

_~to the help center to get full refund.

Order Confirmation

| delivery date is indicated

197.99 GBP
7.16 GBP
205.15 GBP
Visa



Watch now for free
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TV on Prime Video.
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L VWe ar®'se bu this e el about the benefits of Amaz§
instantly ha ited acc] ousands of movies with Prime {8 o including
Exclusive e Preac Ikings and The Man in the High Cgae_ You'll al
|ave access 2 Mmillion songs with Prime Music and enjoy ungfited One-0[§
." elivery on mi items. Join now from £5.99 per month.
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Phishing- The Warning Signs



http://www.notlegitimate.co.uk/

Test Your Passwords

https://howsecureismypassword.net/



https://howsecureismypassword.net/
https://howsecureismypassword.net/

Check If Your Email Has Been Compromised

= https://haveibeenpwned.com/



https://haveibeenpwned.com/

W’ Wana DecryptOr 2.0 i

N Ooops, your files have been encrypted!

What Happened to My Computer?
Your important files are encrypted.
Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for away to
recover your files, but do not waste your time. Nobody can recover your files without
our decryption service,
Payment will be raised on O My Files? |
5/15/2017 15:58:08 Sure. We guarantee that you canrecover all your files safely and easily. But you have
not so enough time,
You can decrypt some of your files for free. Try now by clicking <Decrypt>
But if you want to decrypt all your files, you need to pay
You only have 3 days to submit the payment. After that the price will be doubled.
Also, if you don't pay in 7 days, you won't be able to recover your files forever,
We will have free events for users who are so poor that they couldn't pay in 6 months.

Your files will be lost on

How Do | Pay?

Payment is accepted in Bitcoin only. For more information, click <About bitcoin>,

Please check the current price of Eitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins>,

And send the correct amount to the address specified in this window

After your payment, click <Check Payment>, Best time to check: 9:00am - 11:00am -l

OB L e M nso D enndbe Tritdans

5/19/2017 15:58:08

Time Left

Send $300 worth of bitcoin to this address:

bitcoin

Pyt | 115p7 UMMngoj1pMvkpHijcRAfJNX)6LrLN |

Contact Us




From September..

Raising awareness to parents and guardians
about

= online radicalisation
= what sites to be aware of
= what advice to offer your children

= what signs to look out for in your child
= info on parental controls & privacy settings




Top 10 Tips

 Beware of links and attachments in emails.

& Strong, unique passwords are key.

o
aAlways check for W https://,

aBackground check.

U Anti-virus protection.




Top 10 Tips

D Be safe on all devices.

7~

x| Update, update, update.

%Public Wi-Fi safety.

) Be social media savvy.

¢ Report it.




Reporting Cyber Crime

Contact ActlogFr?ug to report scams and fraud.

actionfraud.police.uk

Report a scam or rogue trader to Trading Standards
via Citizen’s Advice Consumer Service on

03454 040 506.

Report directly to the websites when
issues such as bullying takes place.

CALLYOUR
LOCAL

For cases where the victim has been POLICE
threatened with physical harm, it is
particularly important to report to the police. prEEES

ALWAYS CALL 999




= As with any crime, it is also important that
victims are signposted to Victim Support
for any psychological/emotional impact
they may have experienced

VS

VICTIM
SUPPORT




I Any Questions?

alexgloster@warwickshire.gov.uk
samslemensek@warwickshire.gov.uk

@ www.cybersafewarwickshire.com

- facebook.com/cybersafewarwickshire

, @CyberSafeWarks



mailto:alexgloster@warwickshire.gov.uk
mailto:samslemensek@warwickshire.gov.uk
http://www.cybersafewarwickshire.com/

Prevent in Warwickshire

Helene Heath — Prevent Officer
Community Safety Team
Warwickshire County Councill

Bl W0

County Council



Prevent works with ALL types of

extremism

« Animal rights

* Environmentalism
« Extreme far right
« Extreme left wing

* Religious extremism: groups operate outside of normal
religious practices:

- IRA

- Klu Klux Klan

- Terror Against Terror
- Al'Queda




Communities Group

What job do these people do?

. |

Vet Nurse, Carpet Fitter, Doctor, Milkman Assistant,
Beautician, Footballer, Social Worker, Student

@ Warwickshire
County Council



Communities Group

1. Heather Nicholson, Vet Nurse - British
Animal Rights Activist

A key figure within the Animal Liberation Front

Known for having co-founded three animal rights campaigns in the UK in the 1990s:

- 1997 Consort beagles, closed Consort Kennels, which bred beagles for animal-
testing labs.

- 1999 Save the Hill Grove Cats closed Hill Grove Farm, which bred cats for
laboratories.

- 1999 Set up Stop Huntingdon Animal Cruelty (SHAC) to close Huntingdon Life
Sciences, a contract animal-testing company

In 2009 Nicholson was sentenced to 11 years imprisonment in connection with the SHAC
campaign

éﬁ Warwickshire
County Council




Communities Group
2.7

ﬁw::rwickshire
County Council



Communities Group

Bilal Abdulla, a Doctor. Muslim Extremist.

Serving Life (32 years) for the Glasgow airport bombing and Tiger Tiger
nightclub bombing in Haymarket.

December 2006, Abdulla was working at the Royal Alexandra Hospital in
Paisley, near Glasgow, as a locum doctor.

Colleagues at the Royal Alexandra noticed a change in his behaviour. They complained
that he had lost all interest at work, and one even reported him to the hospital authorities
after she objected to the time he spent at work looking at jihadi websites.

His currently located in HMP Wakefield.

éﬁ Warwickshire
County Council




Communities Group
3. 7?

Warwickshire
County Council



Communities Group

Nicky Davidson. Milkman’s Assistant,
Far Right Wing

Davidson and his father lan Davidson were convicted of
terrorist offences receiving 2yr and 10yr respectively.

Davidson and his father ran a Neo-Nazi organisation called Aryan
Strike Force - 350 members worldwide

Produced ricin — intention to contaminate the water supply of a local
Muslim community to cause mass deaths.

This was done via the Web from their home. They funded the
organisation from the sale of key rings and mouse matts.

gjla Nicky had been radicalised by his own father.

Warwickshire
County Council



Communities Group
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Warwickshire
County Council



Communities Group

Germaine Lyndsay. Carpet-fitter.
Muslim Extremist.

Lyndsay was one of the four London 7/7 bombings back in July 2005.
The year 2000 he and his mother converted to Islam.

At around the same time, he started to associate with troublemakers and was disciplined
at school for handing out leaflets In support of al-Qaeda

It is thought Lindsay was influenced by extremist preacher Abdallah al-Faisal, a fellow
Jamaican, now serving a prison sentence for soliciting murder and race hate.

In 2002 his mother moved to the US to live with another man, leaving him alone at the
family home in Huddersfield.

It was thought to be a traumatic experience for Lindsay, one he was ill-equipped to deal
with.

éﬁ Warwickshire
County Council




Peaceful Extremist Groups In

Warwickshire

« Warwickshire Cyber NHS attack
« Warwickshire EDL (Warwick Crown Court)

 Britain First — Nuneaton (limited protests) July
2016 North Warwickshire

* Animal Rights, Badger Cull — NFU Stoneleigh
« HS2 — Environmentalists




Communities Group

|s extremism prevalent in
Warwickshire/West Midlands?

Arrest in Nuneaton — Manchester Terror Attacks
« Khalid Masood — Westminster Bridge
Attack, lived in Birmingham

» 3 boys travelled from Coventry to Syrla In 2015
only Mohammed Hadi, aged 19, is still alive

 Mohammed Salem — Small Heath, Birmingham
stabbed by Pavlo Lapshyn




Communities Group

Neo-Nazi stickers proclaiming areas of Glasgow, Berkshire &
Warwickshire as ‘white zones’ start to appear after Brexit
vote

Far-right group National Action, the stickers also proclaimed 'no
tolerance' or homosexuality

@ Warwickshire
County Council



Severity of Attacks

* International Terrorism — Severe — highly likely
* Threat to Police & Military Sector — Severe

e Domestic Terrorism — Substantial — strong
possibility

 Northern Ireland related terrorism —
Substantial

éﬁ Warwickshire
County Council




The changing landscape for
International Terrorlsm




Communities Group

Warwickshire Case Studies

* Building bombs in garden sheds

« Creating suicide vests from “Youtube’ videos

« Adults radicalising their children or young people

« Handing out leaflets in schools/ their community

* Women groomed locally and on the internet — OFOF

« Weapons, knives — lone actors, difficult to detect

« Adults grooming or being groomed online

* Video Games, Call of Duty

« Adults with mental health issues, drug/alcohol
problems, learning difficulties/special needs




Communities Group

How Prevent Safeguards Adults

 Noms — Al Queda Influence

« 6 years in prison for arson related to a protest

* Previous convictions, attempted murder charge for his
Dad — Behaviours

« Met 2 men at a meeting who talked to him about
government, politics and being proud

+ Felt family became westernised after 9/11 but he wanted
to be proud of his culture and religion

« Referred to a Prevent Mentor to listen and support his
Views

* He gained respect for his mentor and discussed his
background and anger

é}@ Warwickshire
County Council




Communities Group

Warwickshire
County Council




Communities Group

Warwickshire Prevent Action Plan

Community and voluntary sector engagement
Leadership, governance and accountability
Awareness, learning & development

Safe education

Support — those identified as vulnerable
Intelligence and communications

o 0k w
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Achievements to Date

* Prevent leads identified across key agencies/services

* Prevent e-learning (2208 completed) and WRAP training
rolled out (496 trained)

« CONTEST events and ZAK training for schools
* ‘Our Families, Our Future’ Project:

— 14 community events

— 27 Community Champions recruited

— 66 people requested to undertake WRAP training
* Prevent newsletter

* Prevent webpage developed
www.safeinwarwickshire.com/prevent

* Prevent Officer in post — now full time



http://www.safeinwarwickshire.com/prevent

Coming soon...

« Further Education Focus Group (October)

e Schools Forum

 More ZAK training

* Online radicalisation training for Parents

* Development of Community Champions concept

* Roll out of WRAP 3 to DSLs

« Elected member/MP briefing

 Inflammatory press - advice sheet for communities




Communities Group

Warwickshire Channel Panel

« Multi-agency approach to protecting vulnerable people by:
v' ldentifying individuals at risk
v' Assessing the nature and extent of that risk

v Developing the most appropriate support plan for the
Individuals involved

« Monthly meetings — secure environment

« 23 support agencies linked to Warwickshire

« Channel Referrals increasing

« Every individual referred has voluntarily
taken part in Channel and accepted support




Making a Referral

 Discuss your concerns with the Police Prevent Team
(prevent@warwickshireandwestmercia.pnn.gov.uk) and

make a referral to the Channel Panel

« MASH (Multi Agency Safeguarding Hub) for wider
safeguarding concerns on 01926 414144

or mash@warwickshire.gcsx.qov.uk *

« Call the Police non-emergency number 101 MWA.@S"H

Multi Agency

Safeguarding Hut’”



mailto:prevent@warwickshireandwestmercia.pnn.gov.uk
tel:01926 414144
tel:01926 414144
mailto:mash@warwickshire.gcsx.gov.uk

Prevent Training on Offer

Workshop to Raise Awareness of Prevent (WRAP)
Individuals sign up via WILMA
Team training sessions available on request

Train the Trainer — Workshop To Raise Awareness on Prevent (WRAP)
Individuals sign up via WILMA

Designated Safeguarding Lead (DSL) WRAP3 Training
DSLs to sign up via Sophie Morley, Education Safeguarding

ZAK Simulated Online Training for Schools
Sign up via Helene Heath, Prevent Officer

More Information: contact Helene Heath — Prevent Officer, Warwickshire
County Council —on 01926 712432 or
heleneheath@warwickshire.gov.uk

é}@ Warwickshire
County Council


mailto:heleneheath@warwickshire.gov.uk

Any guestions?

Thank you for listening




