


What Is Cyber Crime?

When an offence is committed, in full or in part, via
a computer, network or other computer enabled
device.

-Warwickshire Police
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Types of Cyber Crime

Fraud Holiday Fraud
Identity Theft Dating Fraud
Phishing Scams Bullying
Viruses Pension Fraud
Revenge Porn Hacking
Online Hate Crime Online Extremism
Grooming Child Sexual Exploitation
Stalking Malware

...and this is just the tip of the iceberg



Phishing




Von: Sherman Shaw «<Shaw1944@icha.org> Gesendet: Mi09.11.2011 12:06
An: @emsisoft.com

Cc

Betreff:  Funds Transfer was hold by our bank

g7

Dear bank account owner,

| regret to inform you tha* ™ ‘Ir behalf was

hold by our bank.

Transac”
Current .

T. K. Shaw
Treasury Manage



amazon.co.uk

Hello,

Thanks for your order. We'll let you know once yor

below.

Arriving:
Wednesday, Janua~
Monday, Janua"-

Ora

Placed

If you haven't authorizec

We hope to see you again s
Amazon.co.uk

«Ng:
. .der Total:
ayment Method:

_~to the help center to get full refund.

Order Confirmation

| delivery date is indicated

197.99 GBP
7.16 GBP
205.15 GBP
Visa






Social Media Safety

What you put on social media can be used against

you
Phishing Fraud
Viruses Burglary

Identity Fraud Stalking




Viruses

= 1.4 million cases of computer viruses in the UK
(ONS 2016 Crime Data)

= Viruses/Malware can have harmful effects such
as:
- displaying irritating messages
- stealing data
- giving hackers control over your computer
- certain malware can lock your computer
until you pay a ‘ransom fee’




Cryptolocker 2.0

Your personal files are encrypted

Your important files were encrypted on this computer: photos, |
videos, documents |, etc. You can verify this by click on see files
and try to open them.

Encryption wwas produced using unique public key RSA-4096
generated for this computer. To decrypt files, you need to obtain
private key.

The single copy of the private key, which will allovy you to decrypt
the files, is located on a secret server on the Internet; the server

will destroy the key within 72 hours after encryption
completed. After that, nobody and never will be able to restore
files |

Your files will be lost
without payment on: To retrieve the private key, you need to pay 0.5 bitcoins.

11/24/2013 3:16:34 PM Click proceed to payment to obtain private key.

Any attempt to remove or damage this software will lead
to immediate private key destruction by server.




Viruses - Safety Tips

= Download an up to date version of legitimate anti-virus
software.

= Keep your wits about you when downloading any files
online/opening links and attachments in emails.

Vo T

ANTI =VIRUS

\/ Norton

W McAfee
QVIPR[;; NOD 32

antivir system




Passwords

Pitfall for a great amount of cyber security

Most common passwords globally:
1. 123456
2. password
3. 12345678
4. qwerty

5- 12345

People also use names of pets, children, family,
dates of birth — all of which can easily be found on
social media




Passwords

https://howsecureismypassword.net



https://howsecureismypassword.net/
https://howsecureismypassword.net/

Top 10 Tips
Beware of links and attachments in emails.
Strong, unique passwords are key.
/o
Always check for MM https://,

Background check.

Anti-virus protection.
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Top 10 Tips

Be safe on all devices.

Update, update, update.

Public Wi-Fi safety.
Be social media savvy.

Report It.




Reporting Cyber Crime

= Contactfata{GLIJd¢1IT: M to report scams and fraud.

""="» Report Fraud & Internet Crime "s"s"s
actionfraud.police.uk

= Report directly to the websites where anything takes
place.

CALLYOUR

= Forcases where the victim has been threatened [GEN
. . . . . POLICE
with physical harm, it is particularly important to

report to the police. [EII

IN AN EMERGENCY
ALWAYS CALL 999




= As with any crime, it is also important that
victims are signposted to Victim Support
for any psychological/emotional impact
they may have experienced

VS

VICTIM
SUPPORT




Find Us Online

CYBER
SAFE

WARWICKSHIRE

safein...
| warwickshire |

Cyber_Safe_Warks

,@Safeanarks @CyberSafeWarks

facebook.com/CyberSafeWarwickshire




